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BUSINESS CONTINUITY & DISASTER RECOVERY

WE PRACTICE WHAT WE PREACH

While Synergent routinely works with credit unions to develop their business continuity plans, we also practice what
we preach. Whether it is safeguarding your sensitive member data that could be housed in our Symitar® Episys®

core system or ensuring customer service and payment processing systems are rapidly restored in the event of an
interruption, Synergent has its own business continuity plan and processes in place in the event of an emergency. We

offer the priceless benefits of security, data recovery, and peace of mind.

WHAT IS BUSINESS CONTINUITY PLANNING?

What if? Preparing for the worst means asking tough hypothetical questions, then responding to these scenarios
by creating plans to address what actions would be taken in the event of a disaster. If an event were to occur that
would impact our business operations, business continuity planning puts processes in place to ensure critical business

functions can be resumed within our target recovery time objectives.
At Synergent, our planning process addresses three primary event types that could impact our operations:
e Facility: Our normal place of business is either unavailable or inaccessible.

e Systems: The technology and/or infrastructure that support our critical business functions is either unavailable or
impaired.
* People: Up to half of our workforce is unavailable, incapacitated, or at risk due to the nature of the event for an

extended period of time (8-12 weeks). This includes mass casualty and pandemic events.

SYNERGENT OPERATIONAL OVERVIEW

When approaching our own internal plan, we are assuming the very worst — the complete and catastrophic loss of our
primary operations center. Our Westbrook Data Center serves as our headquarters and primary center of operations.
This includes our core, technology, marketing, and payments functions. In 2014, we opened our Pineland Operations

Center, in New Gloucester, Maine to serve as a recovery site.
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ANALYSIS AND ASSESSMENT

Synergent has a Business Impact Analysis
(BIA) in place to identify and prioritize the
business functions performed. This data

is collected and recorded internally on an
ongoing basis and serves as the foundation

for our ongoing business continuity

planning process. The BIA is not a one-time

exercise. It is completed at least annually,

and more often if needed.

Qur internal BIA is divided into three

categories:

e Workflow: Each business function by each department is identified “At the Pineland Operations
and defined, including points of contact and/or related subject matter Center, space, infrastructure,
experts. and equipment are all scaled

¢ Dependencies: This step identifies what essentials must be in place for to support the full production
each business function to be performed. bandwidth and systems that are

e Scoring: In this category, impacts to each business function are scored in place at our Westbrook Data

using the Facility, Systems, and People criteria. Scoring is based on five Center, including the ability to

defined impact types: grow and expand as Synergent

o Customer (the portion of total credit unions, members, or internal grows,

customers that could be impacted)

Bill Ashland,

Assistant Vice President
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o Financial (the potential daily financial loss resulting from an
interruption)

o Legal/Regulatory (contractual or regulatory impacts from an

Synergent

interruption)
o Reputational (measured in market-share loss from ceasing the
related business function)

o Data Loss (data that is at risk of being lost in each event type)

Each impact is assigned a point value that is used to assess the severity of a
given situation. Once the impacts are scored, Maximum Allowable Downtime
(MAD) tolerances are determined for each of the five categories within the

Scoring portion of the BIA.

Using the BIA, Synergent completes its own Enterprise Risk Assessment to
evaluate the planning assumptions used in the BIA and incorporate specific

threat scenarios. The severity of each threat is prioritized based on their
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potential impact to operations and probability of occurrence. A Gap Analysis compares mitigation steps in place

against additional policies, procedures, and solutions that could be implemented depending on the threat presented.
Synergent has a variety of threat monitoring processes in place, including:
e Local and national news and weather resources

e Government and international planning and preparedness resources including www.dhs.gov; www.ready.gov;

www.cdc.gov; www.weather.gov; and www.who.int/en

e Municipal, County, State, and Federal Emergency Management Agencies, including www.maine.gov/mema and

www.fema.gov.

RESPONSE

If an event occurs, Synergent's Incident Management Plan is enacted to restore normal operations as quickly as
possible. The Incident Management Plan document identifies the roles, responsibilities, and resources involved in
our response. However, the plan is designed to be a guide — NOT a step-by-step instruction manual. The Incident

Management Team'’s knowledge and expertise would drive the most appropriate response to any incident.
Incidents fall into one of three categories: Life Safety, Break/Fix, or Data Compromise.

e Life Safety: In a Life Safety incident, the immediate concern is ensuring the safety of anyone present on the

scene.

e Break/Fix: In a Break/Fix incident, the appropriate group would be notified to respond to and either correct the
issue before it becomes a critical event or to mobilize appropriate resources to minimize its impact and ensure the
continuity of business operations.

e Data Compromise: In a Data Compromise situation, the focus is on identifying the nature and scope of the
incident, notifying the appropriate regulatory and law enforcement authorities, taking appropriate steps to control

the incident and prevent further access, and notifying impacted credit unions.

Regardless of the type of incident, the notification/escalation process would be activated and a control center

established.

RECOVERY & RESTORATION

Both of Synergent's locations (Westbrook and Pineland) are equipped with UPS and generator backup power. If

the Synergent Operations Center was disabled and operations shifted to Pineland, the 4,200 square foot facility is
equipped with fail-over equipment that includes the full VoIP switchboard, a multi-purpose meeting room/command
center, and zero-client workstations/virtual desktop architecture for up to 22 staff. Additional Synergent staff also

could login from equipped remote work stations.

The focus of our business continuity efforts would be on the recovery of the infrastructure and systems required to

support critical business functions in order to resume critical business functions impacted by the disaster event.



VALIDATION, MAINTENANCE,
AND ANNUAL TESTING

Business continuity planning is not a one-
and-done event. It is an ongoing process
that adapts to changes that happen in our
organization and its business functions.
Our plan is updated regularly as plans and
processes evolve. Evaluation and validation
of our plans are done through numerous

exercises.

Annual testing is conducted on our core
processing services, and the results are

shared with our credit unions. Testing includes the rebuild/recovery of all LEARN MORE
Episys® databases housed at our facility, along with ancillary services for

automation, FedLine connectivity for ACH file downloads and processing, We often say hope for the best, but

check processing and posting, image retrieval, online banking, mobile prepare for the worst. Protecting

banking, and more. Our technical teams also conduct smaller disaster your operations and member

recovery exercises throughout the year to refine the process, incorporate data is our top priority. Having a

changes, and add new elements. business continuity plan in place
is smart business sense and a

OPEN LINES OF COMMUNICATION responsibility we take seriously.

Synergent Notification Services (SNS) is a tool that allows us to communicate To learn more, please contact

efficiently and effectively with credit unions during times of emergency. Bill Ashland,

Powered by Everbridge, SNS allows us to communicate independent of our AVP of Business Continuity

data center infrastructure via email and text messaging. Types of notifications washland@synergentcorp.com.

could include:
e Disaster declarations and/or business continuity plan activations

e System or infrastructure outages

e Severe weather or other environmental alerts that could impact your

business

SNS also can be leveraged for non-crisis communications, such as routine
maintenance and progress updates. This service is offered to credit unions

free of charge.
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